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Abstract

The public is now constantly challenged by disinformation campaigns, on
social media and from traditional news outlets, which present both opinions
and clear falsehoods as fact. These are expressed either to purposely deceive
to further some agenda (e.g., deflection of blame, reelection, etc.) or are them-
selves based on widespread “supporting” disinformation (essentially, malicious
“hearsay”). In the latter case, the supporting disinformation may have sim-
ply drowned out the facts and conveniently support a bias already held by the
exponent of the opinion. These waves of disinformation can be initiated and
amplified by individuals, nation states, and increasingly insidious and sophis-
ticated malware that can operate on an unprecedented scale due to the ever-
growing connectivity of people and devices. The facts are in real trouble—and
so is democracy. Purposeful deception can now be carried out with an ease never
dreamt of by the bad actors and propagandists of the past, and by taking control
of users’ computer systems, creating fake “armies” of affirmers and dissenters,
and targeting individual users, producers of disinformation can easily influence
popular opinion. The general public is immersed in technology, creating a fake
sense of comfort with computers, smartphones, and Internet-connected devices
of all kinds. People underestimate the dangers associated with constant connec-
tivity while overestimating their level of awareness and expertise. Ultimately,
deeply technical solutions, powered by digital forensics and memory forensics,
must be added to our toolbox to disentangle truth from disinformation.

1. Disinformation as a Cybersecurity Problem

Disinformation can be damaging on a number of different levels, from chal-
lenging the integrity of democratic institutions, such as fair elections [96], to
slandering specific individuals or corporations (e.g., [103, 74]). Disinforma-
tion can consist of text, emails, posts to social media, or convincing “deep
fake” videos and other media using generative adversarial networks (GANSs)
[40, 92, 52, 97]. Because of the dense electronic communication network pro-
vided by ubiquitous email and access to social media sites such as Twitter and
Facebook, news travels fast and viral disinformation presented as fact can spread



quickly without verification. Importantly, disinformation campaigns can both
be directed and appear to be directed from virtually anywhere. Darknet op-
erators are even offering disinformation as a service, with costs ranging from
thousands to hundreds of thousands of dollars, depending on the scope of the
campaign [46].

It is clear that significant disinformation campaigns have been perpetrated
by human actors, frequently with the help of software bots [13] that amplify
the information by posting content, following other accounts, upvoting, etc.
[60, 35]. Studies have shown that at least 70 countries have participated in
disinformation campaigns [29]. A thorough discussion of how social bots operate
and some mechanisms for detecting them are presented in [36]. Rather than
rehash these issues, this chapter focuses on the enabling technologies poised to
make the disinformation problem far worse than it already is, including state-
of-the-art malware and botnets, enabled by the appalling state of software and
hardware security. In fact, we are creating, maintaining, and expanding a cyber
environment which is ripe for disseminating disinformation, supporting attacks
against democratic institutions, and fostering attacks against individuals.

The chapter also addresses the problems that individuals face when they
are targeted by the same advanced cyber attack techniques that can enable
widespread propagation of conspiracy theories or political propaganda. Mal-
ware can control their electronic devices, act on their behalf, disrupt electronic
voting, destroy their reputations or financial standings, produce “evidence” of
crimes allegedly committed, and more. That is, malware can not only amplify
the disinformation problem but also make citizens unwilling accomplices, and
in some cases, direct targets. Modern malware is stealthy, hard to analyze,
frequently undetected by personal security products, such as antivirus, and can
perform virtually any action that a computer user might perform. Users, even
highly technical ones, are ill-equipped to handle these challenges.

2. The Evolution of Modern Malware

The first self-replicating computer software was postulated by John von Neu-
mann in 1949 and later described in [67]. Initially, computer viruses were written
primarily out of curiosity, as a programming exercise, and later, to establish a
persona or reputation. In the 1980s and 1990s, malicious versions appeared,
which caused damage by deleting files or making systems inaccessible.

The term malware now encompasses many different varieties of malicious
software, including viruses, worms, Trojans, backdoors, and more. Generally,
viruses replicated “passively”, through shared storage media or electronic com-
munication, such as email attachments. Worms intentionally self-replicate, ac-
tively targeting and attempting to infect systems. Trojans exhibit some benign
and useful behavior with covert, malicious actions mixed in. Backdoors allow
remote, unauthorized access to computer systems. Many malware samples ex-
hibit more than one type of replication mechanism and may perform a variety
of actions, including stealing personal information, downloading or uploading
files, deleting or modifying sensitive data, sending email, activating video or



audio devices, and more. Depending on permissions obtained by a malware
sample, virtually any action that the computer’s owner might perform can also
be performed by the malware.

In addition to propagation methods and intent, malware can also be differen-
tiated into kernel-level malware and user-level malware. The primary difference
is that while user-level malware operates with the permissions of individual ap-
plications, kernel-level malware can exercise complete control over the entire
operating system (and thus every application that runs on the computer system
and all user data). The goals of kernel-level malware are typically to provide
backdoor functionality (to allow persistent, unauthorized access and control of
a system), and to hide malicious data or processes from scrutiny. An instance of
kernel-level malware can employ a number of techniques to gain access to needed
resources and prevent detection, including hooking or modifying system calls,
adding new system calls, inserting new kernel modules, and directly patching
kernel code. Kernel-level malware is particularly difficult to detect, because it
can deliberately prevent users and applications from viewing incriminating data
or observing malicious processes.

Although there have been advances in exploitation prevention, including
Data Execution Prevention (DEP) [80], non-executable stacks, user-space and
kernel-space address randomization (ASLR and KASLR) [63], stack canaries,
control flow [64] and code-pointer integrity [99], heap exploitation prevention
techniques [16], signed kernel drivers, etc., attackers are up to the challenge of
overriding them. The arms race between offensive and defensive cybersecurity
is alive and well. Attackers have developed advanced techniques like Return-
Oriented Programming (ROP) [14] to overcome defensive measures like data
execution prevention. In response, defenders have formulated strategies to de-
feat ROP (e.g., [48, 42]; the literature in this area is vast, and detailed coverage
is beyond the scope of this chapter), but that has simply resulted in numerous
clever workarounds (e.g., [85, 61], among many others). Furthermore, while de-
fensive techniques are somewhat effective in preventing malware from exploiting
software components to gain a foothold in a user’s systems, they do little to pre-
vent malware from executing when users inadvertently click on an attachment
or install software with covert malicious functionality.

2.1. The Incentivization of Malware

A radical difference between early malware and modern malware is incen-
tive. While some of the factors that motivated early virus writers remain at
play, monetization, politicization, and adoption by nation-states has completely
changed the landscape [78]. Malware is now used to spread propaganda, target
individual users or groups, distribute spam and disinformation, extort ransom,
steal banking credentials, target critical infrastructure [53], and more [65]. While
certain types of malware would seem to be out of the scope of a discussion on
disinformation, it’s imperative to see that the malware ecosystem is increasingly
entwined.

Ransomware is the poster child of malware monetization. This type of mal-
ware encrypts user files, making them unusable, and extorts ransom from victims



in exchange for decryption keys. Early schemes, like the AIDS Information In-
troductory Diskette [7] were quite primitive and required users to send payment
using postal mail to a foreign address (in this case, Panama) in exchange for
decryption keys. Current-generation ransomware is much more sophisticated,
with payment typically demanded in cryptocurrency. Furthermore, through the
use of anonymizing network overlays like Tor [89] and I2P [104], the parties
demanding ransom can remain completely anonymous. Many ransomware vari-
ants even offer instructions on how to install Tor or I2P, and use a chat system
running over these anonymizing network overlays to discuss payment in real
time. Recently, ransomware authors have discovered new ways of ensuring that
victims pay, by exfiltrating user or corporate data, tying the release of this data
with non-payment of ransom.

Malware that mines or steals cryptocurrency [72] is also prevalent. One of
the most profitable campaigns analyzed among more than 1.2M malware sam-
ples in [72] mined more than $10M in Monero cryptocurrency (using the value
of Monero as of 7/8/2020, roughly $65 per XMR). Malware authors have also
begun to mix cryptocurrency and ransomware campaigns, by mining cryptocur-
rency using the victim’s computer resources while awaiting payment. Cryp-
tocurrency stealing malware is particularly hard to detect, because it accesses
files and other data on a computer system in much the same way users might.
One ransomware-stealing variant, called CryptoShuffler [94], monitors a user’s
Windows clipboard and detects when cryptocurrency addresses, such as those
used by Bitcoin, Ethereum, etc., are copied and pasted. The malware silently
modifies the addresses, changing them into addresses under the attacker’s con-
trol, causing payments to be diverted to the attacker. Since cryptocurrency
transactions are final, the user loses any diverted funds. Detection is extremely
difficult as the malicious payload simply interacts with the system clipboard,
an operation performed by many benign applications.

The same distribution systems for infecting users with ransomware can facili-
tate gaining control of their systems, gathering personal information, interacting
with social media in unauthorized ways, distributing and reinforcing disinfor-
mation, and more. When groups of machines are under the control of a central
operator, botnets are formed.

2.2. Botnets and Disinformation

Aside from targeting the private data of users, modern malware can also
enable botnets, which are large groups of infected computer systems under the
control of a malicious actor. Advanced command-and-control systems are used
to direct the actions of infected computers and botnets can be configured to dis-
tribute spam email, conduct email “bombing” campaigns, interact with social
media, “war dial” to overload phone systems, and more. Because of widespread
and persistent Internet connectivity—a phenomenon that not present when
primitive malware first appeared—Ilarge-scale botnets can be quickly assem-
bled and do devastating harm. The creation of these botnets is empowered
by widespread vulnerabilities in software and hardware, many of which remain
in place for years without security patches being offered. A recent study by



Germany’s Fraunhofer Institute for Communication (FKIE) [93, 101] evaluated
127 routers manufactured by seven different companies. Every single router had
security vulnerabilities, with many using old software components that have not
received security updates in almost a decade. Many of the routers had hard-
coded credentials to access the administrative interface of the router that could
not be changed. Since routers of this type are deployed in almost every home
with Internet access, powerful opportunities for cybercriminals are created. Un-
fortunately, previous studies mirror these results and numerous other hardware
and software vulnerabilities open additional avenues for exploitation. Finally, in
addition to software and hardware exploitation tactics, botnets are frequently
constructed and expanded using social engineering tactics, by tricking users into
clicking on attachments in email or visiting malicious websites.

The notorious banking Trojan called Emotet, which emerged in 2014, is fre-
quently spread via infected document files attached to emails. These documents
are purported to be invoices, information about package deliveries, etc. When
a malicious document is opened, it silently downloads additional software com-
ponents from a command and control server. The command and control servers
also allow the malware authors to update the malware in place on a user’s sys-
tem, to add new functions, exfiltrate user data, and more. Emotet has been
significantly expanded since its introduction and is now used to deliver addi-
tional malware and distribute spam. In addition to spreading through malicious
documents, it has other propagation methods, including brute forcing passwords
to other systems on the local network and using contacts discovered on an in-
fected machine to send targeted emails. By maliciously injecting responses into
legitimate email threads copied from infected machines, Emotet is able to trick
users into opening infected attachments [66]. Newer variations attempt to con-
nect to wireless networks associated with an infected machine, targeting other
computers on those networks [68]. Emotet has now grown into a large botnet,
organized into multiple tiers which apparently do not communicate with each
other. Recently, the actors behind Emotet launched a disinformation campaign
targeting Japanese users by sending emails purportedly from a disability service
provider in Japan. These emails contain illegitimate reports about COVID-19
infections and urge users to open attached malicious documents, resulting in
malware infection [41].

The widespread deployment of Internet of Things (IoT) devices, many of
which are plagued with security issues, has made creation of extremely large
botnets even easier. The most famous IoT bot, Mirai [43], was estimated to
have infected between 800,000 and 2.5M devices [62]. Because the source code
for Mirai was leaked, numerous variants based on this malware strain have been
released, including Satori, Okiru, Masuta, PureMasuta, OMG, Jenx, Wicked
Mirai, covid [100], and many more.

Linux/Moose [69], a botnet that infected routers running Linux, spread
rapidly by brute forcing credentials and actively destroying other resident mal-
ware. Linux/Moose stole HT'TP cookies from social media sites visited by vic-
tims, allowing it to issue unauthorized follows, likes, and page views on Face-
book, Instagram, Youtube, Twitter, and other sites. Even without posting



messages, the activities of bots like these can be used to dramatically alter the
metrics that users rely on to judge public support for particular individuals,
points of view, or activities.

3. Malware, Disinformation, and Voting Systems

8.1. Dangers to Voting Systems

We now turn to the interplay between disinformation, malicious actors, mal-
ware, and voting. This is particularly important in light of recent concerns about
in-person voting raised by the 2020 COVID crisis. But despite a vast amount of
literature pointing out vulnerabilities of electronic voting systems [32, 70, 10, 9],
states in the US continue to expand electronic voting and some are considering
using online voting systems, which allow voters to cast a ballot from a computer
or mobile device [38]. Internet-based voting is dramatically more insecure than
electronic voting systems that require a voter to visit a polling station. Many
of these reasons are outlined in recent letters to the Cybersecurity and Infras-
tructure Security Agency (CISA) [86] and to governors and secretaries of state
[5], authored by prominent cybersecurity experts. Online voting offers a vast
number of targets to exploit and experts are near unanimous in believing that
we will have no viable, secure methods for online voting in the near future [47].
Furthermore, as discussed in [47], there is a tendency to equate the widespread
adoption of “secure” online commerce with the potential for “secure” online
voting. Arguments of this variety miss many important differences. First, the
motivation to tamper with voting on a large scale is much stronger. Second,
the security and privacy requirements for the two activities are quite different.
According to [73], ecommerce fraud reached 3.85% in Q2 of 2017, resulting in
over $57B in losses across eight industries. Fraud for higher valued purchases,
i.e., those exceeding $500, was 11.65%. These losses are “silently” borne by the
affected ecommerce sites. There is simply no room for this amount of error in
political elections. Furthermore, no mechanisms to recoup or redistribute losses
is available. Unlike ecommerce transactions, which record the specific account
associated with a purchase, only an individual voter knows which candidate
they chose and there is no way to associate a voter with a particular vote after
the vote is cast. The latest buzzword in electronic voting is using blockchain
technologies. Prominent cybersecurity experts point out that these efforts, too,
are misguided [70].

Clearly, the malicious techniques discussed in previous sections offer a num-
ber of methods to corrupt the voting process. Online authentication of voters is
problematic since schemes to validate voters based on knowledge of date of birth,
social security numbers, etc., are compromised by vast data leaks that make this
information readily available to attackers. Such leaks include information about
150M Adobe customers in 2013; 450M customers for Adult Friend Finder in
2016, with poor password storage resulting in compromise of all account data;
145M eBay users in 2014, including usernames, addresses, dates of birth, and
more; 148M consumers during the Equifax breach of 2017, revealing social secu-
rity numbers, birth dates, addresses, drivers’ license numbers; a staggering 3B



user accounts in Yahoo’s breach in 2013-4, with names, email addresses, dates
of birth, telephone numbers, and more leaked [87]; and 800GB of data affecting
200M U.S. individuals leaked from an unknown source (but suspected to be the
US Census), containing full names, email addresses, phone numbers, dates of
birth, credit ratings, home addresses, demographic information, mortgage and
tax records, and more [83]. In 2015, the U.S. Office of Personnel Management
(OPM) was breached, revealing highly sensitive information related to security
clearances of more than 20M individuals [95]. Unfortunately, this list is far from
exhaustive, with a Wikipedia page tracking roughly 300 breaches like this since
2014 [102]. The real list is likely far longer.

Online voting provides attackers with the opportunity to perform distributed
denial-of-service attacks (DDOS), overwhelming servers that collect votes and
potentially preventing groups of voters from casting their votes. These servers
are also ripe targets for exploitation, to modify or delete votes that have been
cast. Any confidence that the systems can be secured is undermined by casual
reflection on the data breaches discussed above.

Even hybrid systems, which provide only downloadable ballots, are suscepti-
ble to attack. An electronically marked ballot exposes the user not only to data
leakage, where information about the vote may persist and be recoverable by
malware or memory forensics techniques, but to tampering, as well. Malware
infecting the document viewer (e.g., Adobe Acrobat or Preview) can present an
invalid ballot, with choices that differ from those on the official ballot, with the
choices reordered, or some other mechanism to ultimately cause the ballot to
be rejected. Electronically submitting the document is also fraught with user-
side risks, as the document viewer may present different content than what is
stored in the PDF file. Even printing the document may be insufficient, as print
functions in the document viewer could be similarly compromised. Aside from
checking the electronic ballot using a dedicated system that has been isolated to
prevent infection, the user might still submit a ballot reflecting someone else’s
choices. Even downloading, printing, and then physically marking up an elec-
tronic ballot is subject to interference, as malware can intercept the ballot in
the user’s web browser and apply the same measures to cause the ballot to be
ultimately rejected and the vote lost.

The preferable method for conducting an election where individuals cannot
visit a polling station, such as it might be under the COVID-19 crisis, is recep-
tion of a paper ballot in the mail, to be marked by hand and then returned via
postal mail.

4. Disinformation and the Trojan Defense

Disinformation isn’t a strictly global phenomenon. Malicious actors and
malware can target individuals or groups and plant false information intended
to cause embarrassment, loss of reputation or employment, or civil or criminal
liability. Because of the complexity and stealth exhibited by modern attackers
and malware, separating the actions performed by a user from those performed
by a malicious actor can be exceedingly difficult. State-of-the-art malware can



surreptitiously perform any action a computer user can perform, including send-
ing emails, surfing web sites, downloading files and categorizing them, executing
attacks against other computer systems, and more. Often, all the owner can
reasonably do is plead their innocence.

The Trojan defense, also known as the “some other dude did it” (SODDI)
defense, is likely the oldest legal defense. This tactic asserts that the accused
is innocent and that some other party is responsible. Since the advent of mal-
ware, this defense also includes non-human entities, like computer software. The
SODDI defense is traditionally met with skepticism, often well-deserved, but in
many cases, the accused person’s livelihood and life may depend on an accu-
rate assessment of the facts. Unfortunately, a relatively standard procedure for
refuting the Trojan defense in cases where malware is blamed is to perform a
forensics investigation and run an antivirus product on the accused’s computer
system(s). Lack of detection is then essentially a “refutation” of the defense.

The strategy of relying on traditional digital investigative techniques com-
bined with antivirus scans mirrors strategies discussed in “The Trojan Horse
Defense in Cybercrime Cases” [12], written more than 15 years ago. That
paper suggests a two-pronged approach for prosecutors to refute the SODDI,
specifically, that investigators “establish the defendant’s computer expertise”
and “negate the factual foundation of the defense”. The former goal is based on
experiences those authors had with defendants using the SODDI also claiming
to have little computer expertise, essentially making them particularly vulner-
able to malware or an attacker. While it is reasonable to assume that someone
accused of a crime would attempt to make their SODDI claim as plausible as
possible by introducing the issue of technical aptitude, it is arguable that to
some degree, aptitude is a red herring. Not only can modern malware evade de-
tection by antivirus (discussed below), but even technical users have significant
difficulty in establishing the legitimacy of websites and differentiating phishing
emails from legitimate ones. Recent studies continue to illustrate that users
aren’t very good at detecting phishing attacks [28] and that technical exper-
tise is not correlated with better detection [4]. Alarmingly, some studies reveal
“...educated users and those with high levels of privacy concerns being most
susceptible to harm.” [§].

The second prong is to conduct an intensive digital forensics investigation.
Typical steps taken in such an investigation are discussed in Section 6.1. But
as we'll see there, traditional digital forensics techniques are not sufficient for
investigating many strains of modern malware, which may be memory-only, file-
less, and leave virtually no traces on storage devices. If the investigative effort
is truly carried out with all of the technical tools available to us today, includ-
ing memory forensics (discussed in Section 6.2), then the chances of detecting
and analyzing malware (or refuting a SODDI claim) is increased, but this not
only requires advanced technical skills (which are in short supply), but is also
expensive.

In [84], a number of SODDI cases are discussed in detail. The author points
out that while SODDI defenses are often successful in civil cases, that he was
aware of no successful acquittals in the criminal domain. Most of the criminal



cases discussed involved child pornography and other compelling evidence was
frequently available.

Details of a private case in which the author was involved are presented next,
to illustrate some of the technical issues that SODDI defenses may present.
The case involved the termination of a female employee who was accused of
accessing NSFW materials at work—specifically, visiting and retrieving images
from online pornographic sites. The employee claimed innocence, but network
logs created by the company’s IT staff clearly showed access to these sites from
the employee’s computer, and furthermore, only when she was in her office. A
preliminary forensic examination of her system revealed dozens of pornographic
images in the Internet Explorer browser cache and numerous entries in web
history, all indicative of intentional access to the pornographic sites.

Further analysis of the computer, performed when the employee continued
to insist that she was innocent, revealed malware was present. Prior antivirus
scans had failed to detect the malware and it was detected solely because of its
use of a very common mechanism for persistence (i.e., manipulation of a RUN
key in the Windows registry, which governs which applications start automat-
ically when the machine is rebooted). The use of this relatively easy-to-detect
persistence mechanism was curious and a stroke of luck for the employee, as the
malware itself was sophisticated (and extremely difficult to analyze manually).
It communicated with a remote server to drop additional malicious components
on the victim’s system and then manipulated Internet Explorer to surf various
pornographic sites without presenting the usual graphical interface by directly
accessing functions in the ShDocVw.dll dynamic library (a component of Inter-
net Explorer). The surfing activity was triggered by use of the affected system’s
keyboard, ensuring the party using the computer would be held liable for ac-
cessing the sites. Absolutely no visual signs of the web surfing activities were
apparent to the user of the computer system. By controlling Internet Explorer
directly, the web history and cache files were populated precisely as if the user
had deliberately accessed the sites.

An important question is whether the malware would have been detected if
the persistence mechanism had not given it away. When the malware sample
was analyzed using 31 different antivirus products, 20 of them tagged it as be-
nign, including ClamAV, F-Prot, Kaspersky, McAfee, and Microsoft’s products.
Eleven of the products flagged the file as malware, but in every instance, the file
was determined simply to be “generic” malware, meaning that it exhibits suspi-
cious behavior, but no details or clues for further investigation of the malicious
behavior were provided.

It’s important to note that the intention of [12] is not to strip the accused of
their potentially only line of defense, but rather to counter spurious use of the
SODDLI:

“Our goal, then, is to explain how to negate the defense when it
is simply a “defensive tactic”: a technologically-based SODDI de-
fense. It is not our intention to discredit the Trojan horse defense, as
there will no doubt be instances in which its invocation will be well



founded. Therefore, we seek only to explain how it can be negated
when it is being used in an attempt to prevent the conviction of
someone who is demonstrably guilty.”

The point of the current discussion is similarly not to suggest we throw up
hands in dispair and say that electronic evidence simply can’t be relied upon.
Rather, it is to call attention to the fact that traditional and relatively simplis-
tic digital forensics investigations will typically not be effective in unwinding
deliberate disinformation campaigns involving sophisticated malware or attack-
ers. Furthermore, computers are not only increasingly involved in crimes, but in
many cases provide the only evidence that a crime has been committed. Given
the capabilities exhibited by modern malware, the extremely difficult task of
detecting and analyzing it, and the costs involved in performing such analysis,
we should at the very least be more receptive to the possibility that a SODDI
defense is valid, especially in situations where the accused faces life-altering (or
life-ending) punishment.

5. User Awareness and Perception

Now that some of the threats have been discussed, it is important to address
how computer users perceive these threats and what defensive tactics they might
employ.

While better user education concerning the threats they face online may
help, there are currently few technical solutions available to protect users from
advanced malware. Users are often told to run antivirus software and while
these products work to some degree, they are most effective against well-known
and previously analyzed threats. Users are also instructed to obey the usual
“cyber-hygiene” rules, including changing default passwords and not reusing
passwords; not clicking on unknown email attachments; not visiting unknown
websites; and keeping operating systems and applications up to date. In many
cases, users do not correctly perceive what threats are even possible, much
less pay adequate attention to them. In numerous studies, user inattention or
ambivalence to security issues has been established [1, 33, 44].

Despite the very serious concerns about online voting discussed in the pre-
vious section, an alarming 49% of users in a recent poll [90] indicated their
support for voting over the Internet in US elections. This is despite prominent
experts warning the US government against Internet voting and pointing out
woefully inadequate security measures in a US Cybersecurity and Infrastructure
Security Agency report [86]. It is therefore very likely that users on the “front
line”, who encounter new zero-day threats, will be impacted. In fact, experts
question whether it is even reasonable for users to be expected to manage their
own cybersecurity concerns [49], given that the technical considerations are be-
yond most users’ capabilities and very little concrete assistance is available.
Exacerbating this problem is that users often need not explicitly perform any
risky actions at all, other than simply purchasing a hardware device or installing
an application. This is because many hardware and software components are
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vulnerable out of the box. Simply deploying these components exposes users to
substantial hidden risks.

Many computer users apparently maintain, either consciously or uncon-
sciously, a “cyber world view” in almost direct contradiction to models like
Descartes’ imaginary demon [31], described as having 'utmost power and cun-
ning’ and having ’employed all his energies in order to deceive me.” This is likely
a result of two factors. For the types of threats a particular user is aware of,
they may imagine they are taking whatever precautions they can. But more
importantly, it is conceivable that most users can scarcely imagine the breadth
and depth of cyberattacks that are possible today.

An important aspect of cyberattacks is that they are contagious. Regard-
less of whether users have attempted to take precautions and are compromised
or if they are willfully oblivious, infected computers impact a much broader
population than the owner, since they can be used to compromise privileged
multi-party communications, as a vector for creating botnets for widespread
attacks or dissemination of disinformation, and more. This is in sharp contrast
to threats like fire, for example, which are more localized and for which more
resources are made available to potential victims by government institutions
[49].

6. Technical Solutions

There are promising technical solutions to combat malware and disinforma-
tion, but for the most part they are not yet suitable for deployment on end-user
systems. Most are investigative and useful to determine the nature of an attack
that has already occurred and possibly to identify the attackers. The remainder
of this section examines some technical solutions to discovering and analyzing
malware that might be used in disinformation campaigns, whether against the
general public or specific individuals. While complete solutions are unavailable,
digital forensics and memory forensics play an important role in combating dis-
information and protecting users.

6.1. Digital Forensics

Traditionally, digital forensics techniques are used to preserve and analyze
digital evidence stored on computer systems, cell phones, and other digital de-
vices. These digital forensics techniques target non-volatile storage devices, such
as hard drives. The typical workflow is to power down a target machine, make
exact copies of its storage devices, and employ a variety of techniques to recover
evidence. These techniques include data carving [39] to retrieve deleted data,
generation of timelines to determine impacted files [15, 45], and analysis of the
Windows registry [18, 17]. An important issue is determining if malware is
present and if it is, extracting a sample of the malware for reverse engineering,
to see where it came from and what it does.

Data carving techniques use databases of headers and footers, which are
strings of bytes at predictable offsets in a file, or more complete file specifica-
tions, to identify the start and end locations of files or other data to recreate
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deleted files. A common method to infect systems is to spread malicious executa-
bles which then download additional components during the infection process,
possibly deleting some of thesesP components. This makes file carving an im-
portant strategy in recovering deleted executables for analysis. One limitation
of the current generation of data carving tools is that the data must generally
be stored contiguously on the storage device to be fully recoverable. This is usu-
ally not a serious problem on modern systems, however, as malware executables
tend to be small and modern computers have abundant storage.

Generating forensic timelines is useful in several ways. First, when investi-
gating malware infections, it allows an investigator to establish when specific
files were created, accessed, and modified. Timelining also allows pinpointing
the specific times when media was created, which could include the source ma-
terials and final product in the generation of deep fakes.

Analysis of system configuration data, such as the Windows registry, can
help investigators discover malware as well as establish whether certain malware
persistence techniques were employed. As discussed earlier, it was the use of a
common persistence technique that upheld a SODDI defense involving access
to illicit web sites while at work. These persistence techniques often use the
Windows registry to ensure that the malware sample will execute each time the
system is restarted. More stealthy persistance mechanisms are in wide use [91]
and some are trickier to detect.

A number of other digital forensics techniques are also common. These
include the examination of web browser history and caches, to shed light on
surfing activities. Network and application logs are also scrutinized to deter-
mine when users logged in, whether network scanning activities have been em-
ployed, whether applications crashed because of tampering by malware, etc.
For many civil as well as criminal cases, especially when supporting physical
evidence is available, these traditional digital forensics techniques perform well
and are sufficiently powerful to reveal both incriminating and exculpatory evi-
dence. When sophisticated malware is involved, however, these storage forensics
techniques fall well short. Modern malware may be file-less or in-memory only
[81, 98, 11, 57, 30], meaning that it may leave absolutely no traces on a computer
system’s storage devices. This may result in signs of malware infection being
completely missed, particularly if the machine is powered down to make copies
of storage devices, which is typical. Supplementing these techniques to address
detection of modern malware is essential, and memory forensics, discussed in
the next section, offers great promise.

6.2. Memory Forensics

Over the last 15 years, memory forensics [59, 3, 82, 79, 26, 25, 88, 23, 24,
76, 77, 2] has supplemented digital forensics techniques, offering a better idea
of what has occurred and what is happening on a computer system. Memory
forensics techniques analyze a snapshot of a system’s volatile storage (RAM)
instead of concentrating solely on data stored on non-volatile storage devices.
Since almost any operation on a computer system induces changes in RAM,
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memory forensics can offer a much more complete picture than traditional dig-
ital forensics techniques. The evidence recoverable through memory forensics
includes lists of processes that have executed on the computer system, active
and closed network connections, memory-only malware code, hooks inserted by
malware to influence system behaviors, and more.

One problem with many malware detection techniques is that they require a
particular malware sample to have been previously analyzed. The appearance
of targeted malware, designed explicitly for an attack against an individual, a
corporation, or a nation state, requires techniques able to detect all malware and
not only malware belonging to previously analyzed families. The author and his
collaborators are working on a number of memory forensics techniques designed
to discover whenever malware is present on a system and provide deeper analysis
capabilities, regardless of whether the malware has been seen before.

In memory forensics research funded by the National Science Foundation,
the author, along with Andrew Case from the Volatility Foundation, Mingxuan
Sun from LSU, Aisha Ali-Gombe of Towson University, and a number of stu-
dents from LSU and Towson, are working on important problems in memory
forensics. First, we are creating a large and diverse collection of freely available,
realistic data sets for memory forensics research and practice. One issue with
current memory forensics techniques is that they recover so many artifacts that
investigators are easily overwhelmed. To deal with this situation, investigators
will frequently start by investigating a “known good” system, running the same
operating system and application versions as a targeted system, to understand
the system’s “normal” state. Once “normal” is understood, anomalous artifacts
can quickly be filtered out. Our well-documented set of memory images offer
“ground truth” and present a solution to this problem.

Our research effort also includes the creation of tools to automate the te-
dious and error-prone process of ensuring memory forensics toolsets operate
correctly and produce accurate results. Memory forensics frameworks consist of
complex code bases. For every artifact an analysis tool recovers from a memory
sample, it must typically re-implement one or more algorithms used by an op-
erating system or application. Furthermore, tools must also perfectly replicate
the layout of data structures processed by these algorithms to produce correct
results. Generating incorrect results (or no results at all) due to coding errors
can lead to dire consequences, allowing dangerous malware to go undetected.
This is particularly problematic as memory forensics becomes more automated,
with no human investigator evaluating each step. Our solution is to develop a
massively-parallel fuzzing platform for memory forensics tools, called Gaslight
[20, 6, 71], which intelligently modifies memory images to simulate both ac-
quisition errors as well as malicious tampering. Gaslight stress tests memory
forensics tools to find errors in the implementations, which are flagged for cor-
rection by the developers of the tools. This is critically important to ensure
that memory forensics frameworks provide accurate results.

We are also expanding the scope of memory forensics to better detect and
analyze userland malware [22]. We have created tools to discover and analyze
advanced malware affecting macOS systems [27] as well as techniques to foren-
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sically analyze the Windows Subsystem for Linux (WSL) [58]. WSL essentially
provides a complete Linux runtime environment inside of Windows 10. Prior
to this work, there were no memory forensics tools for analyzing malware that
might utilize WSL. We have also conducted pioneering research in the use of
emulation in detecting and generating descriptive indicators of compromise for
userland malware, based solely on memory images of infected machines [19, 21].
This system is called HookTracer and offers a valuable resource in detecting
memory-only and file-less malware, including state-of-the-art keystroke loggers
and other malware that hooks operating system and application functions. Fi-
nally, we are currently developing new detection and analysis capabilities for
malware that has a direct, negative impact on targeted individuals and organiza-
tions, motivated by a rash of incidents of this kind [37, 51, 75, 34, 55, 54, 56, 50].
This research involves development of deep memory forensics techniques to in-
vestigate compromises of web and database servers. It is our conviction that
memory forensics plays a crucial role in battling modern malware and making
systems safer.

We acknowledge that a persistent problem with digital forensics and mem-
ory forensics techniques is that the investigative procedures are still mostly re-
active and require substantial amounts of manual investigative effort, typically
performed by an experienced investigator. We are hopeful that our work will
ultimately support more autonomous and automated solutions to automatically
detect and remediate malicious software of all kinds, including malware that
supports disinformation campaigns.
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